
Oxygen Updater Privacy Policy and legal information 

Last updated: 2nd July, 2019. 

Your privacy is important to the team of Oxygen Updater. However, some user data needs to be 

collected in order to maintain the quality of service for this application, to provide support and in order 

to use the application. 

Which personal information is collected, and where do we use it for? 

- Device and software information: The app sends your device’s model number and current operating 
system version to the Application Server. These details are required to check if a new OxygenOS 
update is available. 

- Firebase (Analytics, Ads, Cloud Messaging and Crashlytics): Firebase is used to show ads, to deliver 
push notifications and to store crash reports (the latter since App version 2.7.0).  

• Firebase Cloud Messaging stores an unique token of your device (Instance ID) in order to send 
push notifications. This token is kept during the lifetime of the application and will (currently) 
not get removed. 

• Firebase Ads uses your per-device ad token to show relevant ads.  

• Firebase Analytics and Crashlytics collect various details about you and your device, such as a 
unique token (Instance ID), your device model, Operating System version, phone carrier, country, 
app version and Android version. The Instance ID is linked to your Google Profile and may be 
used by Google to estimate your Gender, Age and Interests. See the Firebase privacy policies for 
more information: Google Ads, Firebase Analytics, Firebase Crashlytics.  

- Google Play In-App Billing: Google Play In-app Billing is used when you purchase the ad-free version. 

If you purchase the ad-free version, your personal details, such as your first and last name, your 

address, your country of residence and your Google ID are stored by Google, but are not fully visible 

to the developer of the app. Visible details will not be used other than for refunding a purchase. For 

more information, visit the privacy policy of Google Play Store: Google Play Terms of Service . By 

using the Google Play store, you agree to the terms and conditions as stated in the Google Play 

Terms of Service. 

- Crash / Error logs (App versions before 2.7.0 only): Whenever a crash or an abnormal situation 

(failure to connect to server, error parsing data etc.) occurs, Oxygen Updater will send a Log Report 

to the Application Server. Crash reports don’t include personal information. They only contain 

information about your selected device and update method, as well as your operating system 

version and the actual error message. 

- Contributing: When you opt-in for the contribution in the app’s settings (“Help improving the app”), 

the app scans all files present in the .Ota folder on your phone. The names of these files are sent to 

the Application Server, which checks if they are useful for our team. Such scans happen every 15 

minutes. Files which have already been submitted will not be submitted multiple times. Please note 

that only the names of the files are sent to the server, not the actual contents of the files.  

 

  

https://privacy.google.com/businesses/processorterms/
https://firebase.google.com/terms/analytics/
https://firebase.google.com/terms/crashlytics
https://play.google.com/intl/en-US_us/about/play-terms.html


How can I decide which information is collected? 

It’s important you stay in control of your information. Therefore, it’s possible to decide which 

information should be collected and which not. 

- Firebase (Analytics, Ads and Cloud Messaging): You cannot decide which other information gets 

collected, as you’ll either see ads (for which Firebase may collect personal information) or have to buy 

the ad-free version (in which Google In-App-Billing stores your personal information). 

- Error logging / Firebase Crashlytics: The error logging feature can be turned off in the settings screen of 

the app, named ‘Share usage data and logs’. If you turn off this option, no error logging will take place 

nor be send to the Oxygen Updater-servers after you’ve fully closed and re-opened the app. 

- Push notifications: You can turn off the push notifications in the settings screen of the app. This only 

affects the displaying of the notifications. Your device will still be registered with Firebase to support 

receiving push notifications. This might be changed in a future version of the app. As of writing, the latest 

version of the app is 2.7.5 

- Personal ads: You can select to opt-out of personal ads at 

https://adssettings.google.com/authenticated. 

- Contributing: If you’ve turned on contribution in the app, you can also turn this off any moment you 

would like, anytime. This can be done from the settings screen of the app. 

 

  

https://adssettings.google.com/authenticated


Legal information 

The Application is not an official application from OnePlus or OPPO. You agree to use the Application at 

your own risk. The Developer of the Application is not responsible for any damage done to your device, 

your computer or any other property. 

We cannot promise you, as a user, to always update you when this Privacy Policy has changed. You can 

check the most recent version here: https://oxygenupdater.com/legal. Important changes will be posted 

in the news-section of the app. 

OnePlus, and OPPO are the legal owners of OxygenOS. Visit https://oneplus.net/about-us to view 

information about OnePlus. 

Android is a registered trademark of Google Inc. Visit https://www.android.com/ for more information 

about Android. 

Google Play and the Google Play logo are registered trademarks of Google Inc. 

 

Open Source content 

This app uses the following open-source third-party add-ons: 

- Joda Time: http://www.joda.org/joda-time/ 

- Jackson JSON processor: https://github.com/FasterXML/jackson 

- Android Action Bar Style Generator: https://jgilfelt.github.io/android-actionbarstylegenerator/ 

- Android asset studio: https://romannurik.github.io/AndroidAssetStudio/  

- RetroLambda and StreamSupport 

All licenses of open source content apply. 

 

Artwork / images 

All the copyrighted content is owned by their respective owner. Images in the News section are credited 

on a per-image basis. 

 

  

https://oxygenupdater.com/legal
https://oneplus.net/about-us
https://www.android.com/
http://www.joda.org/joda-time/
https://github.com/FasterXML/jackson
https://jgilfelt.github.io/android-actionbarstylegenerator/
https://romannurik.github.io/AndroidAssetStudio/


Revision history: 

2019/07/02: Added information about the opt-in for contributing to Oxygen Updater. Reworked the lay-

out so everything is more clear and easier to read. Added and replaced information in ‘legal’. Reworked 

‘Artwork / images’ section. 

2018/05/26: Cleared up privacy policy. Added more information about Firebase and In app billing. 

2017/04/23: Textual improvements 

2017/04/03: Added information about data collected in error logs 

2016/07/25: Initial revision 


